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B

&3 22 £ 'SME tip; — $47|¢2 H1 (Empowering Defenders 23])

& XYl H|ZL|A 2|AS0)| X 2= DUUWE S8 SHE o FFstat(p22).
o O|O] M= EEE, "A QIR0 WISHT, 7|E E20 0]0] S0] /= Al 7|15E 85121 (p24).
o H2A FHrHL} E0f2}. "XH|8-CY| JHEHB S 2|1, BpstrLt WEkS HiE EH|E sl2l (p25).

> EL 47/ Aot 2] 710 S0) THE 2+ 9= 22 A, S| AL SEH HE + I|E E7 L8 + WE ZE 0| PRt 2417
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* 930l = 2Rt 277t LIZCH— Greg Casar SHAQ| 2 (TIF-EIALA) 2 "HI |0l o| R 7] QHHHIAES} ZHE, HOALLL ZA|
o| 23}, M| ¥o| LRSICH 1 WL (Forbes 7.22)

* AP ZA| YAIZEO] MHo|ct. Z2|ZL|of SB 537 2 RAISE Act= "SI 2IE"S 471 RZICE FHTIC — @ 50 Of A At
4 =10 &2 02 I|3l @ CBRN F7| MZHoi| TE7t +=F XY ® 2|0] = 212k JHe] glo] | 9| = AO|HSH =3
@ JHLR}L-ALEAIS| EA| 2|H]. = O] A2 ©-@0)| P E 0 X|7F 2Lk — "AMUX} 2= 7|F0[2t 4130 CHeto| o= siA 2
QR=0|ct, MDA-7|5H2 SB 530| Z2|ZL|0f 3= H|AMH|AZ 15 (S8 A| 244|271, RAISE Act7t 72 28AMH|AZ
72A|ZtO|C}. (Future of Privacy Forum)

* 10|z MM H|T2 Hhert — 52 F6H2I9| Alex Bores 2/(RAISE Act &19|XH)2 "F2o|s| E1tQto|2tH Of
CHAMO|US HIC|, OpenAl - EEH 1 - a16z2| 2H| F| FXIALZE METE X[EQH2 7|0 0| AtHE &2 5= U4l

(TIME 7.24)

AL Z0f| M= FINRA(D| 28MU M) AN X2 Hd| EEJ| 7 MEeto| HE2EICE Cigt ol AR 37H(7.20~21) o Hel 78

17 SEEHO K BEE HIMAZ AE CHAO|H CHEF 2 OF2] AESHK| 42 Ao E HSRLH— Of'H Azio]| CHet IS =

IO Qlupyt FFBICt (BEHO, EE)

AL ZA

o | =olo| wEke HsiCt — DHo| LEHE SR ofE0IN, 2U HEI LU HUS LHHs oI5 SH(S2K Hal -
MAZ BUEY - AHEE Ba H

)2. AHATFA= O'H AAS "= A7t SF FGEH 107t A dstEl 24+ "2 2L} Connor
= "7t I EOIM O] EX|Z O[Ok |3l 2 AHE g

v_

Leahy(Control Al 0|= C|2E) =
(Fortune 7.22)

sho| $A — K| HI} Lok A

Ofo|HEZ =

2 OFx] L S0l Tk DLt EoH 25 x = 7t x 54 WSO0[2H= M X EE BAIH, O AIAE 2|A37t
Sr=0IM of|=

O{&X|= o|O] EoICt.

SLY ALOJH] ASHAT AT 744 (HZH, 7)

20250 (N 2363
2024 1,887
2023 1,277
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* Al o|0] Ao 2| ACH— 2025E =L EBAtLD A= 2,383Z1Q 2 M L] 26.3% 713l A 2| 1E 7|FRCt 2023

(1,2777) ChH| 1.98HC}. §3] 82t7|7} 1,349 2 M S7| 2L} 36.5% 32111, DDoSE 58874 (T 285712| of 2HH),
M0l 27471(+40.5%) 22 BIIHCE (27| HER-KISA, 2026.1.27 LH)

* EHAHZ2 ZA0| HBEICH— 20249 #Eo] 2 L1952 T 94%7t SA-FAT|Y MSHAUCE CH7|Y CHH| 2ot X172 0f2{2
TR7L OHE E{HCt (KISA, 2025.1.24)

* AIZE0ME Z2 AKXt =AU EILE — CHES S 2] 2|4 ZAM CH7 1Y 22Xt 66.5%, 471U 22X 52.7%7H HdH AIE
223l 13.8%p AIO|7} WiCh. TRt w=-7t0|=2t0l § =& 2tEd S 22 EEQE NEH AKXt 4%pTHK| E0{ECH — AHXH
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Q So what?
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OIL|2t o{AO|2 2, X|AIRI0] A2 =3 W = U= HHO|7 | StCt.
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O[O]HME (Al Agent) — SHE FH AAR A2 H¥lst= Al O|H

Atzdel =

Q2Z2]|0|E(Open-weight) — 7HEX|7F 2= XEAF MHOIA 15
7tsst @&, GLM-5.27t slig.
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OllojZi(Air-gap) — HEHZ2| E2|H 22|, f1H & 19l A[8e
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ACAP — WEF7} H|etet o0 HE #ot T2t He| Fo|-get
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ExploitGym — 22| F|H W= 5HE M= ALo|HEt
R#IX|O0t3. O*H O|Ere| S7|7h Bl 7t 1.
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1. [1XH Hugging Face — Security incident disclosure (2026.716) 7. [WEF] Empowering Defenders: Al for Cybersecurity — WEF x

https://huggingface.co/blog/security-incident-july-2026
2. [1X}] Hugging Face — Anatomy of a Frontier Lab Agent
Intrusion: A Technical Timeline (2026.7.27)
https://huggingface.co/blog/agent-intrusion-technical-timeline
3. [1%H] OpenAl — Hugging Face model evaluation security
incident (2026.7.21)

https://openai.com/index/hugging-face-model-evaluation-security-inci
dent/

4. [WEF] Global Cybersecurity Outlook 2026 — WEF x

Accenture (2026.112) - ¢/& PDF 64% CH=Z 20!

https://www.weforum.org/publications/global-cybersecurity-outlook-20
26/

5. [WEF] Al Agents in Action: A Playbook for Trusted Adoption,
Authorization and Scaling — WEF x Capgemini (2026.5.26) -
3% 3W ACAP 22
https://reports.weforum.org/docs/WEF_AI_Agents_in_Action_A_Playboo
k_for_Trusted_Adoption_Authorization_and_Scaling_2026.pdf

6. [WEF] Al Agents in Action: Foundations for Evaluation and
Governance — WEF x Capgemini (2025.11) - 35%} 2H(ACAP
|:||A§ 7:|-—|Q)

https://www.weforum.org/publications/ai-agents-in-action-foundations
-for-evaluation-and-governance/

11.

KPMG (2026.5.4)

https.//www.weforum.org/publications/empowering-defenders-ai-for-c
ybersecurity/

8. [WEF] Why autonomous Al demands a new model of

organizational authority (2026.5 - ACAP df{4d)
https://www.weforum.org/stories/2026/05/autonomous-ai-new-model-
organizational-authority/

9. Reuters — Exclusive: Its Al agent spent days hacking a

company... (2026.7.24 - A Zg €tel)
https://www.usnews.com/news/top-news/articles/2026-07-24/exclusi
ve-its-ai-agent-spent-days-hacking-a-company-but-sources-say-ope
nai-did-not-notice-for-a-week

0. Fortune — Hugging Face turned to Chinese open source Al

model (2026.7.20)
https://fortune.com/2026/07/20/hugging-face-turns-to-chinese-open-
source-ai-to-fend-off-autonomous-ai-cyber-attack-after-american-ai-
guardrails-stymie-defense/

TIME — How OpenAl Lost Control of an Al Model (2026.7.24)
https://time.com/article/2026/07/24/openai-hugging-face-attack/
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12. Forbes — OpenAl's Hugging Face Breach Shows Frontier Al

Guardrails Are Failing (2026.7.23)
https://www.forbes.com/sites/timkeary/2026/07/23/openais-hugging-f
ace-breach-shows-frontier-ai-guardrails-are-failing/

13. Forbes — Rogue OpenAl attack fuels demands to rein in Big

Tech (2026.7.22 - Casar i)
https://www.forbes.com/sites/barrycollins/2026/07/22/rogue-openai-a 21
ttack-fuels-demands-to-rein-in-big-tech/

14. Fortune — Will the rogue hacking incident be a wake-up call

for Al safety regulation? (2026.7.22)
https://fortune.com/2026/07/22/openais-rogue-hacking-incident-was-
a-warning-shot-will-it-be-a-wake-up-call-to-finally-create-ai-safety-re
gulation/

1jtsH
Two Frontier Al Laws
https://fpf.org/blog/the-raise-act-vs-sb-53-a-tale-of-two-frontier-ai-la
ws/

16. TheNextWeb — Anthropic's most capable Al escaped its

sandbox and emailed a researcher (2026.4)

https.//thenextweb.com/news/anthropics-most-capable-ai-escaped-it
s-sandbox-and-emailed-a-researcher-so-the-company-wont-release-i
t

.Zai 3N —
https://huggingface.co/blog/zai-org/glm-52-blog

. NIST — CAISI Assessment of Z.ai's GLM-5.2 (2026.7.17 -
H|I3Xt 7

https://www.nist.gov/news-events/news/2026/07/caisi-assessment-zai
s-gim-52

28.

19.

20.

| SREEAS.

22.

Future of Privacy Forum — The RAISE Act vs SB 53: A Tale of 23.

24.

GLM-5.2: Built for Long-Horizon Tasks (2026.6.17) 26.

27.

ZDNet Korea — &{ZT|0|A s 25t
D (2026.7.22 - 2&)
https://zdnet.co.kr/view/?no=20260722090630
Al Incident Database — Incident #1604 (34| Af11 Ci|O|E{#|0] A
SH)
https://incidentdatabase.ai/cite/1604/
EME-KISA — 20254 ElsjAtn
CHH| 26.3% 37} (20261.27 &HE - HE AR)
http://www.itdaily.kr/news/articleView.htmi?idxno=237669
KISA — AO|tH EsHALD mslf, T CHH| °F 48% S7t (2025.1.24 -
HEAOH 1957 & 94%7t BH-BA)
https://www.kisa.or.kr/402/form?postSeq=2482
ChstarBe|ol 4 2R
(2026.610 LE - HE AR)
https.//www.fnnews.com/news/202606101622012921
H7IEZERE O2Ee| — I 7Y
(2025.8.26 LH - 749F)
https://www.etnews.com/20250826000283
HEMZE — Al 7|2 A>T AAFE (2026.2.19)
https.://www.lawtimes.co.kr/news/articleView.html?idxno=216500
[PFHATA ETRI HA ZXO 2 MX[ (2024.10.18) -
HOHFA JHA HE(2024.11.27)
https.://www.newsis.com/view/NISX20241018.0002925245
MIAZE — Z7|5, och Al 2 & H: 2025'H 5270 Aty =%
(2025.4.23) - HOHsA T AIAE| E5£(2024.9.24)
https://www.etnews.com/20250423000166
KISA— 20263 ICT 47|18 BEES X2 AIY 25719 22
211 (2026.4.23)
https://www.kisa.or.kr/401/form?postSeq=3640
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